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How I Met Your Printer
Tom Pohl

Pentest Team Manager
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whoami

• Tom Pohl @tompohl

• Pentest Team Manager, LMG Security

• With SecDSM won CTF competitions 

at:

• DEFCON

• BSidesLV

• THOTCON

• 2 x Wild West Hackin’ Fest

• 3 x Circle City Con

• An Evil Twin (Hi, Andy!)

Hard at work!
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greetz



Roadmap

§ Why Hack Printers?

§ How to Get Into the Printer

§ Method #1: LDAP

§ Method #2: Email

§ Method #3: Scan-to-File-share

§ Beyond Printers!

§ How to Protect Your 
Organization

4
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Before We Start

• Cell phones (you know the drill)
You WILL feel the need to call someone in the 
middle of the presentation, take a deep breath, 
it’ll be ok.

• Shot glasses
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Why Hack Printers?
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How to Get into Printers…

https://bizuns.com/default-passwords-list

https://atyourservice.blogs.xerox.com/2022/02/02/username-and-password-on-xerox-printers/

Default Credentials!

OR no credentials at all!
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But Sometimes Default Credentials Don’t Work…
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Let’s Try the “Supervisor” Password…

The password is blank!

(Yes, this really worked)
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Now Let’s Change the Admin Password!
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Success!
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Why Steal Passwords…

• …when printers will just GIVE 
them to you?

• Pass-back attacks

- Get the device to send you a 

password

- So you don’t have to steal it

• Methods we will cover:

- LDAP

- SMTP

- File Shares
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LDAP – Lightweight Directory Access Protocol

• Stands for Lightweight Directory 
Access Protocol

• Provides a hierarchical structure for 
organizing directory information

• Used in authentication, 
authorization, email, file sharing, and 
other networked applications.
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Let’s Trick a Konica Minolta into Giving Us a Password
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SMTP – Simple Mail Transfer Protocol

• Standard protocol used for sending 

email messages between servers on 

the internet

• Defines how email messages are 

transmitted and delivered over 

networks

• Widely used for both personal and 

business email communication.
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Let’s Convince This Kyocera to Give Us an Email 
Password

• Why do printers have email 
access?

- Send documents to your email!

• Scan a physical doc to a PDF and 
have it emailed

• Needs an email account to work

• That’s where we come in…



The printer will login to 

office365.com with a 

domain username and 

password!

The creds we want to steal

We’ll change that to OUR 

evil server 

Testing will send the credentials!
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Let’s Turn TLS Off

We don’t need security J 
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Come to Papa!
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Now Let’s Steal Creds From a Ricoh

• This was harder…

• There was no “test” button!

• But see all those warnings….?



The SMTP server 

name (we’ll change 

this to our own evil 

server)

Authentication was 

turned off!

But there was a 

username and password 

stored in the system 

anyway



Now this is our 

evil server

This time we want security J 



• Now how do we trigger 
an email?

• We have to wait for 

someone to scan a 
document to email …

• … OR turn on ALL the 
notifications 

• If there’s any issues, send 

us the alerts! Instantly!

• Remember…
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Instantly We Received an Email!

…along with the SMTP credentials!

Oh and this account was a Domain Administrator. 

So at this point, we ruled their ENTIRE network!

In our experience, 40% of the time, printer creds 

are Domain Administrator 100% of the time!
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Taking it to the Next Level

• Let’s try the stolen 
password in Microsoft 365

• It works!
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The Copier’s Inbox

Typically the inbox contains 
autoreplies…
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We Can See All the Docs the Printer Has Ever Scanned

• Sent Items has all the 
scanned documents

• From that printer, 

• And every other printer

• In the entire organization

• Sorry not sorry for all the 
redaction…

• There was a lot of 
sensitive stuff in there!
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Scan to File Shares

•Uses SMB (Server Message Block)

•Network protocol used for file and 

printer sharing between computers 

on a local area network (LAN)

•Provides a way for computers 

running Windows operating systems 

to share files, printers, and other 

resources with each other.



©LMG Security 2023. All rights reserved. | www.LMGsecurity.com  | 32

Let’s Attack an HP Printer

• Printer/scanner

• No authentication 
at all

- Not even default 

creds

• Wide open



Anything you scan goes 

to a folder on the “S:” 

drive



We changed the path to 

be our evil server

The creds we want to steal



Let’s test it! (This will 

trigger an NTLMv2 

handshake with our evil 

server)
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On Our Evil Server…

We’ve received an 

NTLMv2 handshake, 

which means now we 

have a hash that we can 

try to crack!
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Password Cracking

• Let’s toss that in LMG’s password 
cracking rigs!

• Attempt BILLIONS of guesses per 
second

• If the encrypted hash matches, the 
guess is right

• Took 1.5 seconds to crack the 
password

- It was “canon1”
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Beyond Printers…

• Same tactics, different 
devices

• Here we see a Supermicro 
server

• Use it to build/reboot a box

• Logged in w default creds

• Uses domain creds to pull 
data off a network share

• Yeah, we stole those…

The creds we 

want to steal
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Now You Know Why

i
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The Road We’ve Traveled

• Printers are everywhere!

• Pass-Back Attacks

• Email

• SMTP

• File Shares

• Beyond Printers

• How Can You Protect Your 

Printers?
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Tips to Defend Yourself & Your Printers

1. Segment your network

• Don’t let random people even reach the mgmt. interface

2. Require Authentication for Printer Interfaces

3. Use STRONG passwords (no default pwds!)

4. Require encrypted authentication

5. Use app passwords on cloud interfaces

6. Deploy Identity and Access Management 

• Detect printer account abuse

7. Burn your printers
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• Tom Pohl, Pentest Team Manager

• info@LMGsecurity.com

• @tompohl

• tompohl@infosec.exchange

• Find me on 

Questions?

mailto:info@LMGsecurity.com


145 W Front Street

Missoula, Montana 59802

406-830-3165

1-855-LMG-8855

info@LMGsecurity.com

LMGsecurity.com

Please contact us any time you have a question or need additional support.


